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І. VOLUME AND STRUCTURE OF THE DISSERTATION WORK 

The dissertation is developed in a volume of 167 pages, as the content is structured according 

to the set research goal and specific tasks and is consistent with the object and subject of 

research. 

Structurally, the work consists of an introduction; exposition in three chapters; conclusion; 

used literature (a total of 150 sources, of which seven in Bulgarian, the rest in English, 

Serbian, Macedonian); reference for the main contributions; reference for the scientometric 

indicators (publications on the topic of the dissertation); declaration of authenticity and 

originality. 
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ІІ. GENERAL CHARACTERISTICS OF THE DISSERTATION WORK 

 

1. Relevance of the research 

Terrorism and terrorist financing is a special form of occupational crime that has developed in 

developed countries in the 20th century and is increasingly present in countries in transition. 

The latter did not have or did not feel it with such intensity as in the last years of the twentieth 

century, and now its presence is noted and poses a dangerous and real threat to the further 

development of democratic relations. 

The relevance of the study is based on at least the following four statements: 

 • the study of the current state of terrorist offenses in general and the financing of 

terrorism in particular has shown a significant increase. This activity in its quantitative and 

qualitative level takes more and more threatening forms; 

 • taking into account the economic importance of terrorist financing, the issue of 

undermining the economic foundations of organized crime with a terrorist focus is updated; 

 • the transition of a number of international terrorist organizations (ISIL, Jabhat al-

Nusra, etc.) to self-financing shows that through it they strengthen their positions and at the 

same time, self-financing proves to be a powerful factor for terrorist groups to grow their 

criminal activity; 

 • in the process of interstate cooperation, the need for consolidation of efforts in the 

field of counter-terrorism and its financing is recognized. 

The protection of international and national security from modern forms of terrorism is not 

possible without the organization of continuous and synchronized measures. This protection 

against terrorism, as a negative phenomenon, has the ability to use favorable conditions for 

development and penetration into social life and to adapt to a specific socio-political and 

economic situation not only within a country but also internationally. 

The issue of the fight against terrorist financing is of particular importance at this stage as a 

result of the growing terrorist flow around the world and the numerous casualties that 

accompany this phenomenon. In this sense, the topic of terrorist financing stands out for its 

importance, which makes it worthy of research and analysis. It is this aspect of the fight 

against terrorism that is almost unexplored, which makes the choice of topic important, 

although there are difficulties in referring to real data. 
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2. Object and subject of the research 

The object of research in the dissertation is terrorism and its strong negative consequences on 

the life and business activity of the population, the destruction of material values, in the field 

of culture and civilization. 

 Terrorists often use certain terms specific to their situation and are called separatists, freedom 

fighters, liberators, revolutionaries, liberators, avengers, guerrillas. 

There is no justification for terrorism, this phenomenon must be denied, the forms in which it 

manifests itself must be studied and action must be taken against anything that could lead to 

the emergence of terrorism. 

The subject of the research of the doctoral dissertation are the forms of terrorist financing and 

the creation of an effective system for counteracting the financing of terrorism. 

The obtained results from these researches are the basis for preparation and giving a proposal 

for correct legal actions of the subjects in the institutional defense, as the final subject of the 

research of the present dissertation. 

 

3. Purpose and tasks 

The main goal of the dissertation is to prove that the financing of terrorism can be 

successfully opposed by specialized state institutions, which can and should organize and take 

anti-terrorist measures. Terrorism has no borders, as evidenced by the terrorist activities of 

September 9, 2001 in the United States. 

The doctoral dissertation proposes the construction of an effective system for protection 

against all forms of terrorist financing, which means establishing an accurate methodology for 

the operation of the system for combating terrorist financing and its subsystems. The set goal 

is realized with the help of the following specific tasks: 

 1. Systematization of the existing knowledge about the essence and the special role of the 

forms of manifestation of terrorism, from the point of view of the methods and forms of 

financing of the terrorist organizations, persons, etc. 

 2. To highlight and analyze in detail the forms of terrorist financing, which will enable the 

specialized institutions - police, intelligence services, customs, financial intelligence, 

separation of money laundering institutions, prosecutors and judges, to take effective steps to 

address with organized crime. 

 3. To characterize and systematize the possibilities for the fight against terrorist financing. 

which will enable specialized institutions to take effective steps to deal with terrorist 

organizations. 

 The results obtained as a result of the study will be used as a framework for amending or 

supplementing laws, regulations and constructive decisions and conclusions for the practical 

application of appropriate (repressive, preventive and other measures) in the daily 

involvement and work of the relevant authorities and institution 

 

4. Hypothesis 

 Basic (general) hypothesis 
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The dissertation is based on the assumption that the financing of terrorism is a form of 

international terrorist activity, the main objectives of which are: the destabilization of 

security in the world, the seizure of power and the redistribution of economic resources. 

 First auxiliary hypothesis: 

The provision of financial resources is of paramount importance to the leadership of any 

terrorist organization, even when it manages to secure reliable sources of funding. 

The stable financial flow in the budget of a terrorist organization allows its leadership to plan 

and direct the activities of its structural elements towards their expansion and strengthening in 

order to reach the highest possible level, which allows terrorists to exert some pressure on 

victims and force them. to make certain discounts. 

 Second auxiliary hypothesis: 

All the possibilities of the state specialized institutions for the implementation of collective 

measures of interstate character for resistance to the actions that provide financial power to 

terrorism must be harnessed. In this respect, the role of the specialized financial intelligence 

agency is the greatest. 

 

5. Research methods 

The following research methods were used in the dissertation: 

 • historically - by applying this method the beginning of the institutional protection 

from the financing of terrorism is historically determined; 

 • analysis - this method analyzes the provisions of the Financial Police Act, the Anti-

Money Laundering and Terrorist Financing Act, which regulate the institutional protection 

against terrorist financing. The method of content analysis has been used to study (through 

content analysis) the numerous literature in which this issue is covered from various aspects. 

Quantitative and qualitative analysis contributes to the confirmation or further development of 

the hypothesis and the object of study; 

 • comparative method - with the application of this method a comparative perception 

of the experience, methodology and differences of the institutional protection from the 

financing of terrorism in several countries is carried out. It is used to identify (scientific 

description and explanation) the main similarities and differences in the actions of terrorist 

groups in different periods of time and the impact of stable funding on the escalation of 

terrorism; 

 • synthesis - with the help of this method the data obtained with the help of the 

previous methods are combined. The method of analysis and synthesis is used to study the 

theoretical views of local and foreign authors regarding terrorism, the possibilities for 

escalation of terrorism, the relationship of terrorism with criminal activities due to own 

funding and securing funding from other (legal) sources; 

 • induction and deduction - used in research procedures to draw conclusions from the 

theoretical views and opinions of other authors, as well as the empirical collection of data 

from the practice of certain security entities. 

The information base in the preparation of the dissertation is based on the legislative acts of 

RSMacedonia and RBulgaria, materials from the statistical yearbooks and statistical bulletins 

of national and international statistical publications, duly cited in the dissertation. 
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6. Degree of elaboration of the problem 

There is numerous studies in the world literature devoted to the fight against terrorism in 

individual countries and the problems of improving regulation and international cooperation 

against the financing and fight against terrorism. 

In recent years, a number of theoretical, legal, organizational, institutional, ethical and other 

characteristics of the fight against terrorism have been carefully studied. 

The specific issues of the fight against terrorism related to its financing, the use of positive 

foreign experience to improve the instruments for regulation and progress in the prevention of 

financing and the fight against terrorism are not sufficiently analyzed in the specialized 

scientific literature. 

The dissertation cites a number of American, European, Serbian and Macedonian researchers. 

The names of such Bulgarian authors who have in-depth publications on the topic of terrorism 

and partially address the issues of financing this phenomenon should be mentioned with great 

justification. These are: Ivan Parvanov, Petar Marinov, Chavdar Stoyanov, B. Petkov and 

others, who are quoted in the dissertation. 

In the fight against terrorist financing, intelligence has made a significant global contribution 

to the fight against terrorism, the building of counter-terrorism capacity and forces, 

international forces and international counter-terrorism standards, financial regulation and 

financial institutions, and international cooperation for the protection of terrorism. against the 

execution of risky terrorist financing transactions. 

The main reasons for choosing the topic of the role of terrorist financing are the following: 

 - there is no established methodology for the work of the institutions for combating the 

financing of terrorism; 

 - there is a lack of sufficient coordination between national state institutions; 

 - there are untapped opportunities for adequate institutional protection against terrorist 

financing. 

 

CHAPTER I MAIN CHARACTERISTICS OF TERRORISM 

1.1. Defining terrorism 

The term "terrorism" is a Latin word meaning "fear". Many researchers believe that there is 

no single international definition for it
1
. Activities classified as a crime are actions that are 

prohibited by law. These are actions that endanger property, human integrity and values in the 

social community. These are actions whose dissemination could jeopardize the functioning of 

society. There are a number of definitions in the literature that describe the term terrorism. 

Some of them are aimed at explaining the role of the perpetrators, others at the terrorist 

                                                           
1
 Angus Martyn, The Right of Self-Defence under International Law-the Response to the Terrorist Attacks of 11 

September, Australian Law and Bills Digest Group, Parliament of Australia Web Site, 12 February 2002 

(видяно на 2.02.2021) 

 

http://www.aph.gov.au/library/Pubs/CIB/2001-02/02cib08.htm
http://www.aph.gov.au/library/Pubs/CIB/2001-02/02cib08.htm
https://bg.wikipedia.org/w/index.php?title=12_February&action=edit&redlink=1
https://bg.wikipedia.org/wiki/2002
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technique. But only two characteristics are important in distinguishing terrorism from other 

forms of violence
2
: 

First, it is aimed at society, at citizens. This means that terrorism is not the same as war. 

Second, terrorists use violence to achieve something dramatic. Their usual goal is to instill 

fear in the ranks of the population that matters to them. This deliberate intimidation is an 

element that distinguishes terrorism from ordinary killings or attacks. 

The term “terrorism” in the United States is defined as “deliberate, politically motivated 

violence against the non-armed population (including off-duty military and police officers) 

committed by individuals or groups acting in secret, usually with the intent to influence target 

audience".
3
 

The reasons for resorting to terrorism can be different. Terrorism itself can be seen as a 

deliberate activity. In principle, it can be understood as a logical means of achieving political 

and other goals. Terrorism can rely on different ideologies, it is not limited to one specific 

one. Such are, for example, the war revolutionaries against foreign colonizers, as well as the 

war against local regimes, minority separatists and anarchists. Some terrorist groups, in 

contrast, use terrorism to gain political influence or some other purpose.
4
 

From the definitions of terrorism, it can be concluded that terrorism is the deliberate use of 

unlawful violence or the threat of illicit means to create fear and to violence or intimidate the 

government or society in order to achieve certain goals, which are mainly political, religious 

or ideological in nature. The motivation that drives terrorists to take violent action must first 

be considered. 

First, they are from different national groups fighting for the order of their independent states. 

Secondly, terrorism is often motivated by certain political ideas, in which action is limited to 

the struggle against the existing order. Third, modern terrorism is driven by religious motives 

based on fundamentalist, extreme teachings. 

The number of religiously motivated attacks has increased significantly in the last twenty 

years. The range of religious motives is very wide - from beliefs where various saviors and 

the end of the world are expected to arrive, to fundamentalist groups of Islamic and Christian 

origin. 

Theoretical and legal definitions of organized crime usually contain the characteristics of the 

organization, group and their activities.  

The first conceptual statement is the existence of certain criminal organizations. So 

Porterous
5
 and Boskovic

6
 talk about groups, associations or another body. Abadinski

7
 uses the 

term criminal group. Theoretical definitions in which the term criminal group is used assume 

the existence of more people (at least two people) who are associated with a common 

                                                           
2
 Miller, S., (2017), The Problem of Defining Terrorism, Counter Terrorism Ethics (CTE), Research Papers, 

Theory, counterterrorismethics.com/the-problem-of-defining-terrorism-part-1 
3
 Otis, C., (2017), How Terrorism is Defined by the United States Government, 

https://www.teenvogue.com/.../how-terrorism-is-defined-by-the-united-states-govern 
4
 Петков, Б. М., (2017), Съвременни измерения на превенцията и противодействието на тероризма в Р. 

България, Военна академия „Георги Раковски”- Факултет „Национална сигурност и отбрана”, София, 

с.82 
5
 Porterous, S., (1998),: Organized Crime Impact Study Highlights, Canada, p.2  

6
 Бошкович, М., (1998), Организовани криминалитет, Београд,  стр.17 

7
 Abаdinsky, H.,( 1994),  Organized Crime-4

th
 edition, Chicago 
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characteristic or purpose. Other authors, such as Albanese
8
, Smith

9
, Elliott

10
, and Schneider

11
, 

use the term "organization" in their definitions, while Reuters
12

 uses the term "organizational 

grouping." 

The second conceptual formulation is the close connection between the members of these 

organizations, the hierarchical order and the strict division of tasks, ie. the roles. 

The third conceptual statement is the continuity of criminal activity, which means that 

criminals commit the act for a long or indefinite period of time. 

The fourth conceptual statement is the use of violence or corruption as the main mode of 

action. 

The fifth conceptual statement is the acquisition or acquisition of power as the main goal of 

the organized organization, and the sixth is the existence of certain relations with the state and 

its individual bodies. 

The normative definitions of organized crime contained in the laws of international acts refer 

to the formal characteristics, ie. the conditions that must be met in order for organized crime 

activity to be considered. The most common important characteristics are: 

• permanent associations of several persons, 

• hierarchically organized structure, 

• the planned implementation of the activities in the division of operations, 

• carrying out illegal activities, 

• flexible criminal technology and 

• A diverse choice of criminal methods of exploitation, intimidation, extortion, force, terror, 

bribery, persecution of economic and political power, internationalism and mobility. 

 

1.2. Terrorist activity 

In United States law, a definition of terrorist activity is any activity that is illegal under the 

law of the place where it was performed (or if the same activity was performed in the United 

States would be illegal under United States law) and that contains some of the following 

items:
13

 

1) Hijacking or sabotage of any means of transport (including aircraft, ships and land 

vehicles). 

2) capture or detention and threat of murder, injury or prolongation of captivity of another 

person for the purpose of forcing a third party (including a governmental organization) to 

perform or refrain from performing a certain activity as a condition for the release of a person 

who has been captured or detained. 

                                                           
8
 Albanese, J.,(1995),  Cautemporaru Issues in Organized Crime, Monsey,  стр.77-90. 

9
 Smith, D.C., (1994),An Organized Crime Paradigm for the Nineties, Handbook od Organized Crime in the US, 

Robert J. Kelly-London, стр.121-150. 
10

 Eliot, M.A.,2008), Crime in Modern Society, Сарајево-превод, стр.114.   
11

 Schneider, H.H.,(1997),  Kriminologie, Berlin, р.106. 
12

 Reuter, P.,  (1995), Research an American Organized Crime, Handbook of Organized Crime in the US, Robert 

J. Kelly-London, р.91-120. 
13

 Khan v. Holder, (2009),  U.S. App. Lexis 20134  - 9th Cir. 
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 3) Violent attack on an internationally protected person (as defined in Section 1116 (b) (4), 

title 18) or on the freedom of such a person. 

4) Assassination. 

5) Use of each: 

(a) a biological agent, chemical agent or nuclear weapon or device; 

(b) explosives, firearms or other weapons or dangerous devices (for purposes other than 

ordinary personal financial gain), with the intention of directly or indirectly endangering the 

safety of one or more persons or causing significant damage; of the property. 

6) Threat, attempt or conspiracy to commit any of the above. " 

Terrorists often use threats to
14

: 

• Creating fear in society; 

• Trying to convince citizens that their government is powerless to prevent terrorism; 

• Receive immediate publicity. 

While terrorism has the sole purpose of creating fear in society to achieve a particular political 

goal, an act of terrorism can be grouped into one of two common groups. The act is carried 

out either for a specific purpose or to provoke terror. A terrorist act with a specific purpose is 

carried out so that the terrorist group receives certain requests from the government of a state. 

A terrorist act with a specific purpose is committed to enable the government to negotiate or 

change its policy. Terrorist acts to provoke terror are committed in response to what terrorists 

consider wrong or as a warning of future terrorist acts if the government does not change its 

policy. 

Organized crime manifests itself as:
15

 

• theft, 

• criminal cartels, 

• racket, 

• political extortion. 

Organized crime in the form of theft is characterized by the fact that criminals from accidental 

juvenile delinquents or accidental thieves are transformed into professional thieves. 

Professional gangsters act on the basis of experience and occasionally carefully planned 

criminal activities. Examples of this type of organized crime are theft, extortion, kidnapping, 

petty theft. Terrorism is considered a major form of organized crime through theft. 

Criminal cartels are a form of organized crime in which criminal organizations offer illegal or 

prohibited services to persons or organizations willing to pay in cash. They do this because 

there is a market for selling illegal or banned products and services. Criminal cartels are run 

by individuals who have the professional skills and ability to plan criminal activities. They are 

also protected by certain political organizations that have well-known businessmen and 

lawyers who give money to "buy" or "detain" a person with legal knowledge and to protect 

him in case of a problem. Examples of cartel criminal activity include theft, commercial 

prostitution, smuggling, drug and drug trafficking. 

                                                           
14

 Types of Terrorist Incidents, available on: www.terrorism-research.com/incidents/(seen on 19.10.2020) 
15

 Organized crime, available on:  www.lawnotes.in/Organized_Crimes (seen on 19.10.2020) 

http://www.terrorism-research.com/incidents/(seen
http://ccs.infospace.com/ClickHandler.ashx?ld=20150317&app=1&c=globososohosted&s=globososohosted&rc=globososohosted&dc=&euip=62.162.71.220&pvaid=a1badd8319634ff4af4b21e8a2393b49&dt=Desktop&fct.uid=36fdc2b7928f4afb93480703c4e759a9&en=%2b4VCRfsaYrl9kB2kqguA%2fk858oBg8f1Ax%2f1TE4yyGUxjxDOrQnlNrQeSyQt%2bbezHEp0XGPgmE1w%3d&du=www.lawnotes.in%2fOrganized_Crimes&ru=http%3a%2f%2fwww.lawnotes.in%2fOrganized_Crimes&ap=2&coi=771&cop=main-title&npp=2&p=0&pp=0&ep=2&mid=9&hash=B7D2E54AAE0C92195083189008BF3453
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Racketeering is the systematic extortion of some form of threat, usually to injure or confiscate 

property. This is illegal exploitation or illegal taking. Examples of this are business 

racketeering, in which fictitious names are placed on the list of employees and large sums of 

money are transferred to their names. This form of organized crime also includes gambling 

racketeering, which involves forcing people to invest large sums of money, such as betting on 

horse races or other games of chance in which they lose money. 

Political blackmail is the use of known criminals by politicians to gain additional political 

power and gain some advantages for their parties, such as winning certain polls. In these 

cases, legitimate and illegal methods, such as threats, violence, etc., are used to ensure that 

their leader wins. A simple example is the so-called "vote buying" method of paying voters. 

 

1.3. The nature of terrorists 

The nature of modern terrorism includes non-discriminatory and indirect selection of target 

groups. Terrorism is not an irrational act, the goals are chosen because they will achieve the 

desired impact, such as the destruction of infrastructure, significant loss of life and / or 

disruption of society. 

In the essence of modern terrorism, this is not a random choice of targets, but the victims of 

terrorists are accidental (because they are in the wrong place at the wrong time) and the 

appearance of coincidence causes public anxiety, fear and change in normal behavior. 

Terrorism is also a public act, society as a whole must see it and respond to the attack. 

Terrorists choose targets that are symbolic and have economic value (such as the World Trade 

Center), or targets that have public value (buses, restaurants, etc.) to attract public attention 

and act on governments to change policies. There are six main components to terrorism in 

general. Terrorism is a deliberate and rational act of violence that causes fear in the target 

group of people or society in order to change the normal behavior of those people or society
16

. 

 

1.4. Perpetrators of terrorism 

Terrorism is committed by terrorists, who according to electronic dictionaries are defined as:
17

 

• Terrorist: A military or paramilitary person who uses extreme, unethical, often fanatical 

methods, such as hostage-taking, killing and killing civilians, to gain political and military 

advantage. 

• Terrorist: one who uses force, often at random, to intimidate or achieve a political goal. 

• terrorist - a (noun) person, usually a member of a group that uses or incites terrorism, a 

person who terrorizes or intimidates others, a member of a political group that aims to 

demoralize the government through terror or a fighter of the revolutionary tribunal during the 

management of terror in France, - (adjective) - by, in connection with or characterizing 

terrorism or terrorists: terrorist tactics, a person engaged in planning and committing heinous 

acts designed to kill innocent people and intimidate everyone else. 

Most terrorists are well educated and come from secular educational institutions, usually with 

an academic background in science or technology. Most terrorists come from stable middle- 

                                                           
16

 De criminal Јustice Council  Тerrorism Research, (2007),  „Тhe Nature of Тerrorism“ 
17

 Terrorism Definition, History, & Facts | Britannica.com, (2019), available on: 

https://www.britannica.com/topic/terrorism, (seen on 19.10.2020) 

https://www.britannica.com/topic/terrorism
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or upper-class families. They do not usually suffer from mental illness or defects, are not 

addicted to drugs and do not live in poverty. 

 

1.4.1. Subjects of terrorism 

In order for a person to become a terrorist, the reason is most often the result of emotional fear 

experienced in childhood, excessive desire to act, frustrations about identity, personal feelings 

or inequality, etc. also have an impact. Some childhood events or personal threats may make 

these individuals more or less prone to strong group identification, although it is difficult to 

determine whether an internal personal threat existed before the individual joined the group 

and whether these threats are the result of membership in terrorism the organization itself. 

Another reason may be the environmental conditions that cause or allow individuals to 

become violent terrorists. The reasons that motivate participation in terrorist groups can be 

summarized: 

 poverty; 

 insufficient education; 

 political privileges. 

 Who are the terrorists: They are people who have a certain social background and a desire for 

self-affirmation. Terrorists are mostly young people, single, family, the majority of whom 

have a high level of education. 

The organizational structure of a terrorist group determines its strengths and weaknesses. 

There are two main categories of terrorist organizations: • hierarchical and • network. 

The organization's experience over time is one of the determining factors that indicates 

whether the organization will adopt a network or hierarchical structure. Newer groups tend to 

organize or adapt to the capabilities inherent in the network model. Ideology can have an 

effect on the internal organization, which has a tendency towards centralized control and 

hierarchical structure. In larger structures, almost all groups use mobile organization options 

at the tactical level to increase security and organize tasks in operations. 

Terrorist groups may also have a functional organizational approach that covers the activities 

of groups related to: 

• financing; 

• education; 

• logistical support; 

• performing operations and 

• intelligence, ie the discovery of the sites to be acted upon. 

 

1.4.2. State terrorism 

State terrorism is as controversial a concept as terrorism itself. Terrorism is often, though not 

always, defined by four characteristics:
18

 

 1) threat or use of violence; 

                                                           
18

 Zalman, А., (2019), Is State Terrorism Different Than Terrorism?, https://www.thoughtco.com › Humanities › 

Issues › Terrorism 

 



13 

 

   2) political goal; the desire to change the status quo; 

 3) the intention to cause fear by performing spectacular public activities; 

 4) deliberate attack on civilians. 

 

1.5. Terrorism strategies 

The terrorists' strategy is to commit acts of violence to draw the attention of the local 

population, the government and the world to their cause. Terrorists plan their attacks to get as 

much publicity as possible, choosing targets that symbolize what they oppose the most. The 

effectiveness of the terrorist act is not in the act itself, but can be seen in the reaction of the 

public or the government to that act. 

To achieve their long-term goals, terrorists use different strategies. In order to achieve their 

political goals, terrorists must provide reliable information to the public whose behavior they 

intend to influence. Terrorists have two target groups in society: 

• the governments whose policies they want to influence, and 

• persons whose support or obedience they wish to receive. 

Due to the main political and ideological goals of terrorism, the key ideas of terrorism are 

important to be seen as motivating forces that drive terrorist groups and individuals. 

Based on the review, we can conclude that terrorism is a phenomenon that poses a 

threat to the security of individual societies, countries, regions and international security 

in general. Unlike traditional wars, terrorist acts are a kind of more modern, 

undeclared, asymmetric war in which everything is allowed and there are no rules and 

laws. 

 

1.6. Terrorism costs 

Terrorist incidents have economic consequences, which are expressed through: 

• deterrence of foreign direct investment, 

• destruction of infrastructure, 

• redirection of public investment funds to strengthening security; 

• trade restriction. 

Terrorism also increases business costs due to higher insurance premiums, expensive security 

measures and higher personal incomes of high-risk employees. There are a number of 

differences in costs that can be identified in relation to the losses from terrorism. 

Direct costs include, for example, current losses related to a terrorist attack or campaign and 

include damaged goods, value of lives lost, costs related to injuries (including lost wages), 

destroyed structures, damaged infrastructure and reduced short-term trade. 

In contrast, indirect costs refer to subsequent losses associated with an attack, such as 

increased insurance premiums, increased security costs, high compensation for high-risk ones, 

and costs associated with long-term trade changes as a result of the attack. Indirect spending 

also takes the form of reduced GDP growth, reduced foreign direct investment, a change in 

inflation or increased unemployment. 
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                      Table 1. Total costs caused by terrorism from GDP of the  

               28 EU Member States between 2004-2018 (and 2013-1018) (€ million) 

Member  

State 

GDP cost  

2004-2016 (€million) 

GDP cost  

2013-2016  

Cyprus 862.8 726.8 

Czech Republic 380.6 176.5 

Denmark 676.8 551.4 

Estonia 33.9 22.6 

Finland 481.3 428.3 

France 43,009.9 36,089.9 

Germany 19,170.4 15,567.4 

Greece 10,398.2 3,403.6 

Hungary 111.2 28.1 

Ireland 4,339.8 3,027.0 

Italy 2,212.5 883.0 

Latvia 0.0 0.0 

Lithuania 0.0 0.0 

Luxembourg 0.0 0.0 

Malta 26.2 26.2 

Netherlands 1,700.7 506.7 

Poland 19.1 19.1 

Portugal 32.7 0.0 

Romania 8.1 0.0 

Slovak Republic 15.2 15.2 

Slovenia 0.0 0.0 

Spain 40,798.0 313.3 

Sweden 2,869.1 2,397.2 

United Kingdom 43,712.9 15,784.3 

EU-28 179,811.9 87,800.4 

  

An illustration of the cost of terrorism is the data on the cost to the United States since the 

attacks of September 11, 2001. 31%, GDP fell by 10.5% or $ 1.4 trillion, 22 million jobs or 

12% were lost.
19

 

The fight against terrorism requires large expenditures of GDP, which creates unfavorable 

conditions for the development of the economies of the countries involved in this fight. Table 

1 shows the expenditure of the 28 EU Member States for two periods - from 204 to 2016 and 

for a shorter period - from 2013 to 2016
20

: 

The data eloquently show that the expenditures of the GDP of the EU member states caused 

by terrorist acts for three years (from 2013 to 2016) have increased much more significantly 

than for the 12-year period - (2004 to 2016). Six countries were spared, and the total costs of 

the 28 EU countries were forced to allocate almost 180 billion euros from GDP over a 12-year 

period (from 2004 to 2016), and only for the three years from 2013. until 2016 - half of this 

amount. 

                                                           
19
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20
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1.6.1. Costs of perpetrators of terrorism 

Terrorist organizations need money to recruit and detain: 

Cash is needed to: 

- recruiting, supporting, training, transporting, accommodating, compensating and equipping 

terrorists, gaining influence; 

- conducting media campaigns and receiving support for political support, building a support 

base: 

- for educational and social programs for the acquisition of new members and for the 

establishment of a support base, as well as for the commission of terrorist activities. 

These guidelines for financing the activities of terrorist organizations are accompanied by a 

significant risk of disclosure by the authorities and also pose major challenges for both 

terrorists and intelligence agencies. 

  

1.6.2. Costs caused by terrorist acts 

When a terrorist attack strikes a country, such as the 9/11 attacks, it is normal for that 

country's citizens to be most affected. They are directly affected by the injuries and deaths of 

fellow citizens, friends and relatives, the burden of production and services and the 

psychological and physical long-term effects. Terrorism also has an economic impact on the 

rest of the world, either through the way in which national organizations find it difficult to 

fulfill their international obligations or because of the fear that other countries feel that they 

are threatened by the same terrorists. Such terrorist attacks can be expected to continue in the 

future. It is the responsibility of organizations to prepare for such events.
21

 

1.7. Main characteristics of the sources of terrorist financing Terrorist financing is a specific 

form of financial crime. In essence, terrorist financing involves seeking, raising or securing 

funds intended to be used to finance terrorist activities or a terrorist organization. Terrorist 

financing can come from a variety of sources, including
22

: 

• state funding, 

• generation of income from legal operations, 

• generating illegal income (sometimes in partnership with organized crime groups), for 

example: kidnapping, trafficking in human beings and drugs, trafficking in women, 

trafficking in small arms, 

• misuse of donations, 

• grants for the radical diaspora, 

• informal money transfer using the hawala system, through a wide network of 

hawaladers (provision of financial services on the principle of trust, with minimal records and 

a simple regulatory framework), 

• theft, smuggling and corruption (mainly related to oil). 

Typical sources of terrorist financing are: 

- criminal activities such as bank robberies, kidnappings for ransom, extortion, 

smuggling and drug trafficking; 

                                                           
21
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-  donations from local and / or foreign sponsors, including foreigners and charities; 

-  support from foreign countries; 

-  donations of money from rich people or organizations; 

-  income from legal business operations. 

How is terrorism financed? 

 • Smuggling of large amounts of money and reintegration through businesses that 

operate mainly with cash; 

 • Transfer of funds through new online payment systems; 

 • Transfer of cash through unregistered cash service companies, including 

underground banks or the Havala system
23

, as well as through international ATM 

transactions; 

• Charitable and non-profit organizations and other legal entities. At first glance, the 

obvious legal source of such funding may mean that there are very few indicators that would 

highlight a single financial transaction or series of terrorist transactions. 

 

What are the sources of terrorist financing? 

Although terrorist groups have similar qualities, their sources of money may vary. Terrorist 

organizations receive money from a number of legitimate and illegal sources, such as the 

following: 

- Illegal activities: Terrorists receive money from illegal activities such as drug 

trafficking, smuggling, kidnapping and extortion. Drug trafficking is particularly 

tempting for terrorists. In Latin America, "drug terrorists" get most of their money 

from drug trafficking. 

- Wealthy Sponsors: Terrorists can receive funding from wealthy individuals or 

sponsors who can support their terrorist activities. 

- Charitable and religious institutions: legitimate charitable and religious institutions can 

be a source of funding for terrorists. They are ideal intermediaries as they are very 

poorly regulated and do not need to provide a commercial justification for their 

activities. 

- Companies: Terrorist organizations can run or own legitimate companies to generate 

profits and launder money from illegal funds. These include jewelery, retail 

companies, consumer goods stores, real estate companies and investment firms 

- Government sponsors: A number of marginalized countries are known to provide 

assistance, financial support and shelter to terrorist organizations. The biggest example 

of this is Afghanistan under the Taliban regime. 

 Most terrorist organizations work non-profit. Most of their funding comes from a 

number of sources
24

: 

                                                           
23

 An ancient Arab system of payment, later borrowed from the Knights Templar, known as the first bankers of 
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Philippines /, "Fei Kuan" / Thailand /, etc. It is widely used by immigrant communities in America, Europe and 

the Middle East, which send money to their countries. Hawala is a system that is generally used to forward legal 

funds, but its anonymity and minimal documentation make it very convenient for abuse by criminal elements and 
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- State funding (various governments sponsor terrorist organizations for political 

reasons); 

- Donations from civil or religious organizations; 

- Individual financing; 

- Extraordinary activities (eg sale of weapons and drugs, kidnappings, currency 

counterfeiting); 

- Investments (eg Islamic banking, trust). 

 

1.8. Banks as sources of financing 

Terrorist organizations use a banking system known as havala and legitimate business 

organizations to launder money earned from drug and arms trafficking. Terrorist 

organizations use: exaggerations, underestimation, correspondent accounting practices, bank 

ownership, hawala and charities / frontline organizations for money laundering. The 

underground banking system provides the following services
25

: 

• Source of money. Regardless of differences in culture, nationality or religion, all 

people need a system to achieve the given values in the exchange of goods and 

services and want access to money. 

• Tax avoidance system. Individuals involved in underground banking usually try to 

avoid being identified through official banking channels in order to avoid taxation. 

Much of the black market exists for the sole purpose of avoiding taxation. 

• Anonymous transfer system. Those who earn money and wish to remain anonymous 

must transfer their wealth without leaving an audit trail through which the 

authorities can verify it. 

• Money transfer system to support or sustain criminal activity. These criminals look 

for channels to exchange money on the black market and buy currencies through 

these delivery channels to their desired destinations. 

 

Banks participate in the process of financing terrorism in the following ways
26

: 

 The money is acquired through enterprises owned by persons of the same origin or 

through enterprises involving persons of the same origin from high-risk countries 

(eg countries designated by national governments as non-cooperating countries and 

territories); 

 The official business activity of the client does not correspond to the type or level 

of activity. Persons involved in foreign exchange transactions have the same 
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address or telephone number, especially when the address is also the location of the 

business or does not correspond to the specified official business activity. (eg 

student, unemployed, self-employed); 

  With respect to non-profit organizations or organizations that provide donations, 

financial transactions are carried out without a logical economic purpose or there 

seems to be no connection between the declared activity of the organization and 

other stakeholders in the transaction; 

 Safe, which is open to a commercial entity in case the client's business activity is 

not known or this activity does not justify the purpose of its opening; 

 A large number of incoming or outgoing transfers of assets are made through 

business accounts and there is no logistical, economic or other economic purpose to 

justify these transfers, especially when this activity is associated with high risk; 

 The transfer of funds is made in small amounts with the transparent purpose of not 

attracting attention; 

 The transfer of funds does not include information about the origin or the person for 

whom this transaction was made, when this information is expected to be shared; 

 Numerous accounts of staff or business or accounts of non-profit organizations are 

used to raise and transfer funds to a small number of foreign users; 

  Exchange rate transactions are performed for a client by a relevant third party and 

are followed by the transfer of funds to locations that clearly have no business 

relationship with the client or the high-risk country; 

 Transactions involving changes in exchange rates were followed briefly by 

transfers to high-risk countries; 

 Multiple accounts are used to raise and transfer funds to a small number of foreign 

users, who are either people or companies, or both, especially in high-risk 

countries; 

 Banks from high risk places open accounts; 

 Funds are sent or received through international transfers; 

 Insurance policies or securities that are of a large amount. 

Table 2. Types of banking services most commonly used for 

terrorist financing, in individual countries 

country  Banking services  
RN Macedonia Bank cards issued by Macedonian and foreign credit 

organizations 

Great Britain Banking services (retail banking), including settlement and 

cash services to the population and business, deposits 

Israel Correspondent Banking Services; payments; prepaid cards; 

cards issued by foreign banks 

USA Cross-border banking services, including international bank 

transfers and foreign currency bank accountsSource: Compiled 

by the author based on data from national risk assessment 

reports in the financing of terrorism 
Source: Compiled by the author based on data from national risk assessment      

                      reports  in the financing of terrorism 
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1.9. The state as a source of terrorist financing 

The financing of terrorism by individual countries is done by secret actions by one 

country against another state or non-state entity. Such terrorist financing is terminologically 

called "sponsorship of brutal violence". State funding of terrorism includes: 

• providing forged passports to terrorists for "legal" crossing of state borders; 

• use of diplomatic items (bags, packages, etc.) for the transfer of funds for the use of 

violence (poison, weapons, explosives, etc.); 

• providing asylum for terrorists (apartments, houses) on the territory of another 

country; 

• providing training opportunities for terrorists on their own territory; 

• supplying terrorists with weapons, ammunition and other means; 

• the possibility for terrorists to collect money from certain categories of people on 

their own territory and to buy weapons; 

• providing information for reporting on the illegal passage of terrorists across state 

borders of the state whose security is endangered, etc. 

 

1.10. Business as a source of terrorist financing 

Terrorism is a very expensive business. The question is, how can terrorists afford it? 

The answer is - terrorism is the business of terrorists
27

. 

Terrorism has always been a business. During the Cold War, terrorism was an 

exchange between superpowers. Wars have been waged between them through intermediaries 

around the world, funding local armed groups with legal and covert operations (such as 

counters in Central America). In the late 1970s and early 1980s, some of these groups 

managed to privatize terrorism. To secure the money, they use a combination of legal and 

illegal activities. 

Globalization helped terrorism in the 1990s, when international economic and 

financial barriers were reduced, terrorist groups expanded their businesses to become 

transnational. Today, money is earned across borders. According to the UN, terrorists' 

portfolios, ranging from real estate to the fishing business, span hundreds of millions of 

dollars across Europe and Africa. 

The terrorist economy is larger than the GDP of the United Kingdom. Globalization 

has also made it easier for terrorist companies to engage in criminal and illegal activities. That 

meant big business. Today, their combined annual turnover is a staggering $ 1.5 trillion, 

which is higher than the UK as a whole. 

 

1.10.1. Legal business as a source of terrorist financing 

Terrorist organizations also have the opportunity to fund their activities through the 

use of seemingly different legal methods, including collecting subscriptions or membership 

fees, collecting fees for group events (such as cultural and social events), and selling literature 
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and publications from the organization and invitation for donations to ethnic communities - 

especially from wealthy members and business groups who express their support. 

In addition to these methods, numerous terrorist groups act as a functional business 

that mixes legal and illegal means and business activities. 

Charitable donations are a special area of attention. They are often made by donors 

who have no doubt that their donations will be used for illegal activities, and in fact, the 

donations find their way to terrorist activists or are used to support terrorist organizations. 

  

1.10.2. Illegal business as a source of terrorist financing 

In recent years, there has been an escalation of the illicit trade in drugs and weapons. 

The movement of these two types of illegal goods is often linked or overlapping. The patterns 

of connection between these crafts vary widely depending on the needs and structures of the 

participating criminal group and the general national and international context in which they 

operate. 

Common activities that benefit both terrorists and criminals include
28

: 

• the illegal arms trade; 

• extortion and racketeering for alleged protection; 

• kidnapping; 

• prostitution and human trafficking; 

• credit cards; 

• social security fraud and illegal immigration, as well as identity theft; 

• tax fraud; 

• currency counterfeiting; 

• medicines; 

• cigarettes, alcohol, etc .; 

• piracy of videos, CDs, cassettes and software, 

• illegal oil trade. 

Hundreds of billions of dollars in revenue fill the military coffers of both terrorists and 

criminals. Some of this money is used to undermine the political systems in which these 

groups operate. 

 

 

Conclusions on the first chapter: 

• Based on a detailed review of the nature, nature, strategies, organizers and 

participants in terrorist organizations, it is concluded that "Terrorism is a phenomenon that 

poses a threat to the security of individual societies, countries, regions and international 

security in general"; 

• Terrorism is spreading and expanding its influence in the world on the basis of 

financial support, which it provides from some governments, from a number of powerful 
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banks, from legal and illegal business, from the personal funds of fanatical members of 

terrorist groups. 

• Funding comes from both legal and illegal sources. Therefore, the main purpose of 

persons or groups involved in the financing of terrorist activity is to conceal both the source 

of the money and the nature of the activity financed. 

• Terrorism is a phenomenon that poses a threat to the security of individual societies, 

countries, regions and international security in general. Unlike traditional wars, terrorist acts 

are a kind of more modern, undeclared, asymmetric war in which everything is allowed and 

there are no rules and laws. 

• The conditions conducive to the financing of terrorism lie in the systemic, 

organizational, managerial, cultural, religious, social, competitive and economic 

contradictions between the countries of the world. 

 

 

CHAPTER II. FORMS OF ILLEGAL BUSINESS AS A SOURCE OF 

                        TERRORISM FINANCING 

       2.1. Illegal trade as a form of terrorist financing 

       2.1.1. The arms trade 

 The arms trade is one of the largest industries in the world, employing hundreds of 

thousands of people around the world. It includes large, rich, prosperous countries such as the 

United States, Britain, France and Russia, which sell weapons to other countries. Over 75% of 

the weapons sold by the United Kingdom in 1989 were sold to poor developing countries such 

as South Korea, Sierra Leone and Liberia. At first glance, there is nothing wrong with this 

common practice, but better analysis reveals the brutality and horror that accompanies this 

industry
29

. 

Most of the weapons are sold to poor countries. In most cases, these countries have 

fragile infrastructure, extremely poor public services such as health and education, and in 

many cases the inhabitants of these countries do not have water, food, shelter and basic 

hygiene. The many billions spent annually on these military instruments can easily provide 

the conditions and care for the majority of the world's starving population. A very good 

example of this is Pakistan, where the government spends 34% of all available military money 

and only 1% on health care. These are tragic circumstances in which, instead of saving these 

machines from evil, millions of lives can be saved. 

The illicit arms trade is nothing new to the world; in recent decades, however, it has 

developed significantly, a phenomenon that allows different groups to threaten certain 

countries, while in other countries it has led to the development of law enforcement policies. 

Three main elements that affect the demand for weapons can be identified: 

- terrorism; 

- drug trafficking 

- a simple crime 
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2.1.2. The drug trade 

Illicit drug trafficking is a type of 'black market' in which drugs are sold and bought 

and a large profit is made on the basis of their sale. In many countries around the world, drug 

trafficking is banned and sanctioned by the Penal Code as a criminal offense. 

Drug trafficking is increasingly being used by extremist Muslim groups to fund their 

operations. The criminal enterprises of some rebel groups are said to have taken precedence 

over initial ideological programs as terrorists become more involved in the drug trade. 

Terrorism requires huge resources. Although it is a fact that charities have been used 

to raise and transfer illegal funds and at the same time some countries have chosen to finance 

terrorism, in essence, the illicit drug trade generates the greatest profits for terrorists.
30

 

The reason why terrorists are so closely involved in drug trafficking is not only 

because it finances them to buy weapons and bribe employees, but also because drugs help to 

disrupt and destabilize the physical and mental health of people who are addicted. from drugs 

and this in turn helps terrorists to show social degeneration among their subordinates by 

brainwashing them that the radical choice they have made is the better option. 

There are a number of ways in which terrorist groups benefit from drug trafficking
31

: 

 • Some terrorist organizations pay directly to drug traffickers and producers; 

• Terrorists who control regions where illegal drugs are grown set tariffs for drug 

traffickers; 

• Terrorists finance drug manufacturers; 

• Drug traffickers benefit from the military skills of terrorists, the supply of weapons 

and access to other secret organizations; 

• Drug traffickers can gain freedom of movement and protection when working with 

terrorists who control large areas; 

In all these ways, the destabilization of society is used, which encourages the growth 

of terrorism and drug trafficking. 

The illicit drug market is huge. World drug trafficking is estimated at $ 321 billion. 

 
Figure 1. Quantities of confiscated drugs (amphetamines)  

for the period 2007-2018. in the world
32
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Drug trafficking is often presented as a highly sophisticated organization compared to 

a multinational company, with clearly defined interests, strategies and goals and a unified 

organizational structure with control over the whole process.  

Despite the growing quantities of drugs that are officially confiscated every year in the 

world, the trafficking of another is growing and brings huge profits that serve to finance 

terrorist organizations. 

 

2.1.3.Trade with other goods 

Trade that violates the rules - laws, regulations, licenses, taxes, embargoes and all the 

procedures that the state provides for organizing trade, protecting its citizens, generating 

revenue and enforcing moral codes - is illegal. . Includes purchases and sales that are illegal 

everywhere or illegal in some countries and accepted in others. There is a huge gray sector of 

legal and illegal transactions that traffickers take advantage of to make a profit
33

. 

Cigarette smuggling is a global problem and is considered to be at the top of the list of 

illegal trade in legal goods in the world
34

. 

The black market (formerly known as the underground or gray economy) is trade, 

goods and services that are not part of a country's official economy; these can be legal, tax-

free activities or illegal activities such as drug trafficking, arms trafficking and prostitution. 

In modern societies, the gray sector of the economy covers a wide range of activities. 

It is usually lower in countries where economic freedom is greater, and is increasing in areas 

where corruption, regulation or legal monopolies exert restrictive economic activity on many 

goods, services or trade groups. 

Prostitution is illegal or highly regulated in most countries around the world. These 

places form a classic illegal economy, due to the constant high demand from customers, 

relatively high wages, low-skilled labor, constantly attracting new workers. Prostitution exists 

in almost every country, and research shows that it thrives more in poorer countries and in 

areas near military bases. 

Currency buying and selling is also traded on the black market. This happens for one 

or more reasons: 

• The government determines the local currency at any level with another currency 

that does not reflect the true market value; 

• The government determines that it is illegal for the citizens of this country to have a 

larger amount or any amount in foreign currency; 

• The government taxes the exchange of local currencies with other currencies, one-

way or two-way (for example, foreigners are taxed when they buy local currency, or local 

citizens are taxed when they buy foreign currency.); 

• The currency is counterfeit; 
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• The currency was obtained illegally and must be laundered before the money can be 

used. 

Trafficking in human beings, especially women and children, across international 

borders for the purpose of sexual exploitation and forced labor is a growing criminal problem 

as well as a gross violation of human rights. People who are exploited by members of human 

trafficking chains find themselves in situations of abuse and exploitation - including forced 

prostitution, sexual slavery, hard labor, domestic servants or other forms of forced labor, 

services or subordination - where they become vulnerable to threats from. violence, rape, 

beatings and extreme cruelty. 

The attractive market for diamonds, gold and other precious stones has attracted the 

interest of organized crime groups and has become the dominant source of income for 

military leaders and rebel groups in diamond-rich and war-torn areas of Africa. Traditionally, 

diamond brokers are not interested in the source of the rough diamonds they buy for the 

global gemstone and jewelry industry. The illicit trade in diamonds, gold and other precious 

stones does not usually rely on the profits of the legitimate mining industry, but deprives 

national governments of significant export earnings. 

Maritime piracy, especially off the coasts of Southeast Asia and Africa, threatens the 

safety of some of the world's most important sea routes, as well as the safety and regularity of 

international sea trade routes. Piracy raises insurance premiums, reduces free trade, increases 

tensions between affected coastal states, their neighbors and countries whose flags are 

attacked or hijacked. 

Drug smuggling across international borders involves the illegal import and export of 

legal goods such as alcohol, cigarettes, textiles and industrial goods. This is an extremely 

lucrative criminal activity that usually carries lighter sentences in prison than drug trafficking. 

 

2.2. Money laundering as a form of terrorist financing 

Criminal organizations deal mainly with crimes for profit. They were created for this 

purpose, as well as for the investigation of large-scale systemic criminal transactions. The 

consequence is that the action of a criminal organization can bring a large amount of wealth, 

but at the same time a number of problems. The funds acquired in this way cannot be easily 

concealed or used without leaving a trace. The sudden use of inexplicable wealth raises 

suspicion. The basic essence of money laundering usually develops in three stages: 

• the first phase consists of the introduction of funds received from criminal activity in 

the banking and financial system; this phase is increasingly at risk due to the increased 

attention paid to money transfers by law enforcement and the currently widespread 

requirement for banks to report all and even the least suspicious transactions. 

• The second phase consists of investing the funds that have entered the financial 

system through a series of financial transactions in order to mislead potential inspectors and 

give these funds a false appearance of legal origin. This phase of money laundering most 

often uses external mechanisms. Numerous transactions between financial offshore 

companies and money laundering banks, marked with fake invoices, fake loans and other 

devices, have the ultimate goal of misleading investigators when tracing the origin of money. 



25 

 

• The third stage of money laundering is to reinvest in the legal economy. This is 

achieved through: 

 by purchasing luxury items, as the purpose of profitable criminal activity is for 

terrorists to be able to “burn” illegally acquired funds; 

 through investments in ordinary assets, including shares in companies, real 

estate, etc.; 

 by investing in economic entities that are themselves subject to money 

laundering, including casinos, hotels, restaurants, cinemas, etc., as well as in companies where 

payments are made in cash and where “dirty” money can easily be mixed with legitimate 

means. 

Once the money laundering is envisaged, for which criminal activities it will be 

intended, there are three main stages
35

: 

 The first phase, the "investment" phase, is the severance of the direct link between 

money and the illegal activities with which it is acquired. At this stage, illegally acquired 

money is introduced into the financial system. The funds are paid into bank accounts, usually 

in the form of a legal payment, for which a cash payment is required. One way is to create a 

fictitious business company, which in practice does not carry out business activity, but only 

serves to invest "dirty" money or to divide large sums, and then invest them in accounts in 

amounts that are not suspicious and are not subject to reporting by the competent authorities. 

 Second stage, “layering” or “covering up”. Once the money enters the legal 

financial system, it is transferred from the account in which it was invested to other accounts. 

The main purpose of the deal is to disguise the connection between money and the criminal 

activities from which it originates. 

 The third stage, "integration", is the stage in which dirty money appears as money 

obtained from legal actions. One of the most common methods of integrating dirty money into 

legal financial flows is buying real estate. Further rental of real estate is legal, and the profit, 

ie. the income from leasing is not doubtful. One way is to invest in bad companies, which 

then continue to operate, and the dividends and salaries of the directors that are paid are 

presented as legal income. Once the money reaches this stage, it is almost impossible to find 

its illegal origin. 

Like money laundering, terrorist financing has several stages: 

1. The first stage is the collection of money from the illegal activities of companies 

connected or managed by terrorist organizations or persons, or from crimes such as drug 

trafficking, kidnapping, extortion, fraud, etc. An important source of these funds are donations 

from individuals who support the goals of a terrorist organization, as well as charities that 

raise funds and donate them to terrorist organizations. 

2. In the second stage, the funds raised are kept in various ways, including bank 

accounts opened by an intermediary, individual or company. 

3. The third stage is the transfer of these funds to terrorist organizations or persons for 

their operational use. This phase is characterized by the use of mechanisms such as 
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international electronic transfers between banks or remittances, the use of charities, alternative 

remittance systems or networks, such as Indian Hawala, Pakistani Hundi or Chinese Cheat or 

Hoop, which operate within strictly racial, tribal or national groups. The money is transferred 

by courier or smuggling across state borders. The last stage is their use. 

The achievements in June 2017 deserve a positive assessment of  twenty EU countries 

(joined by Bulgaria), political agreement on the establishment of a European Public 

Prosecutor's Office as a mechanism for enhanced cooperation. The main reason for its 

construction is that according to some data only 10% of those guilty of fraud with European 

funds are punished, and the annual losses to the EU budget from fraud are estimated at over 

500 million euros.
36

 

 

2.3. The use of humanitarian organizations as a form of terrorist financing 

Charities and humanitarian organizations play a special role in financing terrorists. 

Their work is a challenge for the authorities, who must distinguish between
37

: 

• Legitimate organizations, 

• Organizations that have been unknowingly or secretly abducted by terrorists who 

divert funds to fund their activities; 

• Organizations that actively support terrorist groups; 

• Insufficient oversight of funds or recipients means that terrorists may inadvertently 

benefit from the aid; 

• Terrorist groups may seek to obtain a share or steal or divert aid for their own 

purposes; 

• Terrorists can be directly involved in charities and influence the distribution of aid. 

Non-profit organizations or humanitarian organizations target terrorist groups for the 

following reasons
38

: 

• non-profit organizations or humanitarian organizations that enjoy public trust; 

• non-profit organizations or humanitarian organizations have access to relatively large 

sources of money; 

• non-profit organizations or humanitarian organizations often use "hard currency" (ie 

currency that has a proven value and can be exchanged worldwide); 

• Many non-profit organizations or humanitarian organizations have a global presence, 

which provides a framework for national and international operations and financial 

transactions. 

• A large number of non-profit organizations or humanitarian organizations regularly 

work in or near places most exposed to terrorism, and 

• Non-profit organizations or humanitarian organizations are sometimes subject to less 

government regulation. 
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2.4. Other forms of terrorist financing 

There are at least two ways in which terrorists are most often involved in ordinary 

crimes. First, in the absence of other forms of support, they engage in various forms of 

lucrative conventional criminal activity to ensure their survival and to fund their core 

activities. Second, in the absence of normal access to some of the ways they need to carry out 

their terrorist activities, they engage in various criminal activities to provide the means to do 

so. Various forms of human exploitation and conventional crime, including participation in 

the exploitation of various illegal markets, are becoming prerequisites for successful terrorist 

operations. These activities are: racketeering, kidnapping, extortion, fraud, robbery and 

more.
39

 

2.4.1. Racketeering as a way of financing terrorism 

Racketeering means exposing a certain category of citizens to pressure to provide 

funding under the pretext of "protection" or paying a "peace of mind tax". Racketeering is a 

criminal activity in which a person or organization engages in extortion. Racketeering refers 

to crimes committed through extortion or coercion. The racketeer tries to obtain money or 

property from another person, usually through intimidation or violence. The term is usually 

associated with organized crime
40

. 

  

2.4.2. Kidnappings as a source of terrorist financing 

The range of illegal sources and fundraising activities for terrorist organizations is 

very wide, practically unlimited. One of the methods of raising funds is to kidnap important 

citizens, public figures, to demand ransom or some other counter-services (removing TV 

programs exposing the person, publishing some information ...), then "tax" ( missiles), thirdly, 

trade in certain types of excise goods, etc. 

Kidnappings, thefts and various forms of extortion are other common sources of 

terrorist financing. Bank robberies are an important source of income for many groups. This is 

a form of crime that can be committed by isolated cells from a particular group. 

 

2.4.3. Financial funds for terrorist financing 

Terrorist organizations also seek to raise funds by setting up funds to fund their 

activities. Some of the legal ways in which the creators of financial political terrorism rely are 

expressed, for example, through activities such as: 

• collection of membership fees, 

• sale of various publications, 

• collection of different types of subscriptions, 

• collecting part of the costs of cultural and social events and collecting donations and 

attracting donors. 
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In view of the actively growing threat from the terrorist organization "Islamic State", 

in the framework of the plenary session of the FATF
41

 on the basis of the European Group on 

Combating and Legalization of Criminal Income and Financing of Terrorism, in February 

2015 a plan was developed to counter terrorist financing. This document lists several other 

forms of financing used by terrorists. These include: bank robberies; operation of oil fields; 

expropriation of economic assets in the territories controlled by the Islamic State
42

. 

 

 

Conclusions from the study in Chapter Two: 

       From the point of view of the ways of acquiring the funds, the forms of terrorist 

financing are legal and illegal. 

The legal ones include: the formation of financial funds from import members, 

subscriptions and sales of publications, donations and sponsorships. 

Illegal activities include: illegal trade in weapons, drugs, cigarette smuggling, alcohol, 

prostitution, money laundering. Globalization has radically changed the structure of the 

international community, making all actors - governments, nations, international 

organizations and multinational corporations - more connected and interdependent. 

       The FAFT document lists several other forms of financing used by terrorists. 

These include: bank robberies; operation of oil fields; expropriation of economic assets in the 

territories controlled by terrorist groups. 

 

 

Chapter III. THE FIGHT AGAINST TERRORISM FINANCING 

 

3.1. Main features of the fight against terrorist financing 

Terrorists need money to carry out their activities. Without funds, they cannot buy 

weapons, equipment, materials or services. Terrorist financing is a global phenomenon that 

not only threatens the security of countries, but can also undermine economic development 

and financial market stability. That is why it is essential to prevent the flow of funds to 

terrorists. The transactions through which terrorist organizations are supplied with money are 

carried out in strict secrecy. Those who deliberately finance terrorism do not send large sums 

of money at once because they want to avoid the attention of governments and financial 

institutions. In addition, terrorist financiers also use business-based money laundering 

schemes to smuggle money across borders. 

The fight against terrorism has opened up the biggest fronts against criminal 

organizations and their funding, closing and freezing the funds of both individuals and legal 

entities that are the main recipients or donors of terrorist organizations. Solving this problem 

is very difficult for investigators. 
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The effective fight against terrorist financing involves a range of issues related to 

punishing the inflow of illegal funds into the financial system and the financing of terrorist 

organizations or activities, monitoring finances and identifying the various components of the 

criminal or terrorist network. This means setting up mechanisms to detect all financial 

transactions and suspicious financial transfers.
43

 

The fight against terrorism is very complex, long-lasting, with rapid shocks, 

unpredictable, uncertain and often with varying degrees of success. It always inevitably 

begins with the intelligence activities of the intelligence services (military and civilian), which 

must reveal the terrorist intentions at the stage of their planning, ie. before the implementation 

of the terrorist act. 

 

3.2. Intelligence - the key to the fight against terrorism 

Intelligence can be defined as the golden key to the overall fight against terrorism, 

especially for successful counter-terrorism operations. Solid intelligence (especially terrorist 

intelligence) is the best weapon in the fight against terrorism at all levels, especially in the 

field of global terrorism. The state's ability to detect, analyze and act in a timely manner 

against the terrorist threat depends to a large extent on the effectiveness of the overall 

intelligence community and the security of the state. In this context, financial intelligence is 

particularly important. Financial intelligence is a set of skills consisting of the following four 

competencies
44

: 

• understanding the basics of terrorist financing; 

• understanding how terrorism is financed; 

• analysis of terrorist financing and 

• proposing measures to combat terrorist financing. 

The collection of intelligence must be an ongoing process, not something that happens 

by chance only after a terrorist attack. The timely collection, analysis and transmission of 

information on potential terrorist attacks indicate the degree of danger that will inevitably lead 

to the selection of an appropriate level of security for the potential targets of a terrorist attack. 

Modern intelligence as a process of collecting and processing data from the outside, ie. from 

countries in the immediate vicinity and beyond, is a cycle of questions and answers. It starts 

with questions that are answered, answered by many other questions. Thus, in fact, the end of 

one cycle is the beginning of the next new cycle. 

Financial intelligence agencies are centers for the reception and analysis of
45

: 

- suspicious transaction reports; 

- for any information related to money laundering and terrorist financing; 
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- and to make these analyzes available to the competent authorities for appropriate 

action. 

3.3. Capacity building in the fight against terrorism 

The fight against terrorism is a practice, tactics, technique and strategy that 

governments, the military, the police and corporations take to protect themselves and take 

revenge against terrorist threats and / or actions. The concept of counter-terrorism stems from 

a substantial study of the concept of terrorism, as well as from an attempt to understand and 

present what terrorism really is. The fight against terrorism refers to an offensive strategy 

designed to prevent the successful execution of terrorism. Operations, which include offensive 

measures taken to protect, deter and prevent a response to terrorism, are in fact a set of 

techniques to prevent the enemy from using terrorist tactics. 

The counter-terrorism forces aim to help uncover the operational, legal and structural 

aspects of co-operation against crime and terrorism, to build links and trust between 

researchers. 

   

3.4. International institutions and international norms for combating terrorism 

The fight against terrorism must include diplomacy, intelligence, security and police 

forces, customs and immigration organizations, transport, the judiciary and financial 

expertise. All these activities must work together to identify and arrest terrorists; stop their 

operations; protection and defense of people, societies and economies from terrorist attacks; 

and mitigate the effects of each attack. 

All domestic and international efforts must be well organized and regulated by law. 

Counter-terrorism measures must be in line with international law, in particular human rights, 

humanitarian law and refugee law. The United States and its allies use a wide range of 

counter-terrorism tactics. The various actions taken illustrate the extent to which this new type 

of war has developed.
46

 

• Building and maintaining a global coalition of over 70 countries to fight terrorism; 

• Conducted successful military operations that led to regime change in Afghanistan; 

• Ensuring freedom and humanitarian assistance to oppressed people in Afghanistan; 

• Frozen assets of terrorists and limited flow of money that terrorism allows; and 

• Used unprecedented intelligence capabilities to find, locate and capture fugitive 

terrorists. 

Terrorism in all its forms poses a direct threat to the security of the citizens of NATO 

member states and to international stability and prosperity. This is a constant global threat that 

knows no borders, nationality or religion and is a challenge that the international community 

must tackle together. NATO's involvement in the fight against terrorism is based on data and 

information provided to NATO following a pre-established procedure and procedures for 

processing and transmitting decision-makers (commands). The aim of NATO's fight against 

terrorism is: 

• cessation of terrorist attacks; 
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• taking action against terrorists; 

• protection of people and property from attacks; 

• preparing for timely recovery after the attack; 

• creating barriers to the involvement of young people in terrorist groups. 

In order to gather information in the field of financial transactions from banks, 

individuals and other entities in 1995, the so-called Egmont Group - Egmont Group of 

Financial Intelligence Units was established
47

. 

The Egmont Group designates one financial intelligence unit as the central national 

agency responsible for receiving (and requesting), analyzing and providing confidential 

financial information to the competent authorities: 

a. in relation to suspicious proceeds of crime and potential terrorist financing, or 

b. in accordance with national legislation or regulations to prevent money laundering 

and terrorist financing. 

The aim of the Egmont Group is to provide a forum for financial intelligence 

departments around the world to strengthen cooperation in the fight against money laundering 

and terrorist financing and to facilitate the implementation of domestic programs in this area. 

The fight against money laundering must be based on the principles of the so-called 

teamwork concept and the piece-by-piece concept. 

• Concept of teamwork - means the participation of a large number of people, highly 

professional and trained staff, who simultaneously conduct investigations in several areas. In 

practice, this would mean conducting both a criminal and a financial investigation using 

special investigative tools and methods and with the possibility of a proactive investigation; 

• The concept of piece by piece - also means teamwork, which is carried out 

simultaneously in multiple fields. The only difference is that this principle checks financial 

and criminal activities in certain regions, countries or for a certain period of time. 

3.5. Financial regulation and financial institutions 

Over the last two decades, the international community has taken a number of actions 

and measures to address the problems caused by money laundering. and terrorist financing. 

Various international organizations, recognizing the scale and consequences of money 

laundering and, after 11 September 2001, the effects of terrorist financing, have begun to set 

more intensively the standards that should lead to the implementation of concerted measures 

worldwide that contribute to the effective functioning of a global ban and intolerance on 

money laundering and terrorist financing. 

Under the auspices of the United Nations, two conventions of crucial importance in 

the fight against money laundering, drug trafficking and transnational organized crime have 

been adopted
48

: 

• 1988 UN Convention against Illicit Traffic in Narcotic Drugs and Psychotropic 

Substances (Vienna Convention); and 

• International Convention on Transnational Organized Crime, 2000 (Palermo 

Convention). 
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The activities and efforts of the Council of Europe in the field of prevention of money 

laundering and terrorist financing have led to the adoption of: 

• 1990 Council of Europe Convention on Laundering, Search, Seizure and 

Confiscation of the Proceeds from Crime (Strasbourg Convention); and 

• The 2005 Council of Europe Convention on Laundering, Search, Seizure and 

Confiscation of the Proceeds from Crime and on the Financing of Terrorism (Warsaw 

Convention). 

The European Union reaffirms that anti-money laundering measures are one of the 

most effective measures to combat drug trafficking and organized crime as a threat to the 

security of the community, additional measures to protect the single economic market, free 

movement of capital and fair competition , developed a regulation to prevent money 

laundering. Measures to prevent the use of the financial system for the purpose of money 

laundering and terrorist financing are set out in the Third Directive of the European 

Parliament and of the Council of the European Union. 

Counter-terrorism financing measures are mainly aimed at interrupting the flow of 

terrorist financing, taking measures against money laundering, persecution of individuals and 

groups, and not only organizations that support and finance terrorism, building access to 

surveillance the flow of terrorism, the formation of specialized forces to combat money 

laundering and terrorist financing. 

 

3.6. International cooperation for protection against risky transactions 

The fight against terrorism and the reasons for its emergence are now considered a 

collective effort by all members of the international community. UN General Assembly (UN 

General Assembly) - The UN Security Council plays an important role in the fight against 

terrorism. He adopted several resolutions calling for action against suspected terrorists. 

Within this framework, there is a counter-terrorism committee, which is responsible for 

supervising and monitoring the implementation of UN counter-terrorism measures. 

Today, the fight against terrorism is carried out on a global scale with cooperation 

between states and their institutions, most often intelligence services and international 

organizations such as Interpol, the UN and NATO. The fight against terrorism includes not 

only the deprivation of liberty of members of terrorist organizations or their deprivation of 

life, but also the transfer, interception and processing of information and data, the freezing of 

accounts that are a source of funding for certain terrorist groups, and so on. n.
49

 

NATO and the UN are expanding their cooperation in the fight against modern 

terrorism at all levels at which they operate, ie. institutionally, locally, conceptually and 

politically. Cooperation and consultations between these organizations are not only related to 

crisis management, but their cooperation also covers other issues such as military-civil 

cooperation, the fight against human trafficking, the fight against terrorism and others.
50
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International cooperation in the fight against the financing of violence must be 

achieved on a reciprocal basis and financial information must be exchanged, good 

communication links and persons involved in data provision and operational activities against 

terrorism and terrorist financing must be established, while complying with legal provisions. 

Authorities and institutions in a country that have competences and are involved in the 

fight against terrorist financing and the prevention of organized crime today face a number of 

problems and issues that need to be overcome in order to successfully deal with globally 

coordinated and organized and managed networks. 

 

3.7. The fight against terrorism in the Republic of Northern Macedonia 

Terrorism in the Republic of Northern Macedonia is defined as the illegal use of 

violence and intimidation, especially against civilians, for political purposes. Terrorism is 

treated as
51

: 

• the emergence of violent behavior of groups and individuals due to political and 

ideological motives aimed at the destruction and damage of soft and hard targets, with 

significant negative consequences; 

• serious crime; 

• cannot and should not be associated with any nationality, religion or ethnicity; 

• danger to life and property; 

• undermining democratic governance, influencing policy and legislators; 

• approaches to non-discriminatory targeting to inspire fear and terror among the 

population. 

On the basis of open similar institutional characteristics in the fight against terrorism 

and common territorial borders, the conclusion is drawn that there is a need for closer 

cooperation between the three countries in the direction of uniting efforts for effective 

counter-terrorism. 

1. The tasks for the fight against terrorism in RN Macedonia are manifested in: 

 Coordination of individual and institutional capacities and resources for the 

purposes of detection, prevention and response to all forms of terrorist phenomena and 

activities; 

 Undertaking political, security and military actions designed to prevent, counter and 

prosecute perpetrators of terrorism; 

 The strategic priorities in the fight against terrorism are: prevention, protection, 

prosecution and execution and response. 

The common strategic goal of the Republic of NorthernMacedonia in the fight against 

terrorism is: prevention. But if prevention fails, persecution is applied in a regulated, gradual 

way, ie. by dismantling the structures of terrorism, resisting terrorist threats, their allies and 

their asylums on the territory of the Republic of Northern Macedonia. At the same time, 
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always maintaining readiness to protect and resist threats to citizens and the critical 

infrastructure of the Republic of Northern Macedonia. 

The fight against terrorism in the Republic of Serbia has the following institutional 

characteristics: 

In the field of establishing the institutional framework for the fight against organized 

crime, terrorism and the fight against the financing of terrorism, the following measures shall 

be taken in Serbia
52

: 

• New substantive criminal legislation has been adopted, which provides for the 

criminalization of organized crime, 

• A special law on the organization of state bodies (prosecutor's office, police and 

court) for combating organized crime has been adopted 

• Established Special Police Directorate for Combating Organized Crime (UBPOK), 

• Several international conventions have been ratified, from the UN Convention 

against Transnational Organized Crime to the European Conventions on the Prevention of 

Money Laundering, as well as all relevant conventions on legal aid, extradition, referral of 

criminal cases, etc. 

• A National Strategy for Combating Organized Crime has been adopted. 

 

2. The Republic of Bulgaria, as a member of NATO and the EU, shall take actions to 

combat terrorism, organized crime and terrorist financing at national, regional and 

international levels. For the fight against these criminal phenomena in the Republic of 

Bulgaria are undertaken
53

: 

• All so-called "Sectoral" conventions, prepared and concluded under the auspices of 

the UN in the field of counter-terrorism, have been ratified; 

• Particular importance is attached to the effective implementation of the UN Global 

Counter-Terrorism Strategy adopted by the UN General Assembly in the British Community; 

• The country also participates in comprehensive negotiations on the Convention 

against International Terrorism 

• The Republic of Bulgaria is a participant in cooperation with the Council of Europe 

and the OSCE and has ratified the European Convention on the Suppression of Terrorism and 

its Protocol, the Convention on the Suppression of Terrorism and has signed the Convention 

on the Suppression of Terrorism; 

• As part of the fight against international terrorism, Bulgaria has signed and 

implemented a number of bilateral agreements and arrangements. 

• harmonizes national legislation with European policies and practices. 

 

3. The following can be highlighted as characteristics of the creation of conditions for 

combating the financing of terrorism and organized crime in the three countries: 
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• In the three countries, the financing of terrorism and organized crime is more recent 

and manifests itself as organized crime, which was originally state organized crime, 

• Strengthened institutional frameworks for combating the financing of terrorism and 

organized, 

• Amendments have been made to criminal law, criminal procedure laws and penal 

codes, adding new sections or chapters governing the financing of terrorism and the 

realization of organized crime. 

• Established special bodies or departments to combat money laundering, terrorist 

financing and the prevention of organized crime. 

• In accordance with the international conventions and agreements adopted and signed 

by these countries, other laws have been adopted that address issues related to the fight 

against the financing of terrorism and organized crime, 

• All countries participate in the regional, European and global concept and activities 

to combat terrorism, its financing against organized crime. 

 

  

Conclusions on the third chapter: 

Opposing the financing of terrorism is an essential part of the global fight against the 

threat of terrorism. As terrorists and terrorist groups continue to raise money through various 

means, countries need to prioritize understanding the risks they face from terrorist financing 

and developing policy responses in all aspects of this. 

FATF reports show that virtual assets have many potential benefits. They can make 

payments easier, faster and cheaper; and provide alternative methods for those who do not 

have access to regular financial products. The KOVID-19 pandemic has led to unprecedented 

global challenges, human suffering, economic disruption and an increase in KOVID-19-

related crime. Since the beginning of the pandemic, criminals have been trying to use the 

crisis to commit fraud, fraud and cybercrime. 

The fight against terrorism can be carried out by implementing a prepared counter-

terrorism plan. The plan covers all segments of society and many government agencies. When 

dealing with foreign terrorists, the main responsibility is usually at the national level. Because 

the essence of terrorism is to use propaganda and indoctrination to achieve goals. 

The need for a timely and adequate response to the joint efforts of institutions in three 

neighboring countries, such as the Republic of Bulgaria, the Republic of Macedonia and the 

Republic of Serbia, emphasizes the need to limit the financing and spread of terrorist activity 

in the region. 

 

 

CONCLUSION 

Terror and terrorism are forms of violence that have huge negative consequences for 

society and the world economy. The term terror is associated with a group that usurps power 

through fear and other violent methods, while the term terrorism is associated with a group 

that aims to change the government, whether democratic or extremely undemocratic. In both 

cases, the victims are civilian and economic. 
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Although almost all international terrorism today uses so-called classic threats, it 

would be dangerous and careless to ignore the threats of nuclear, biological or chemical 

weapons. 

The terrorists' strategy is to commit acts of violence to draw the attention of the local 

population, the government and the world to their cause. Terrorists plan their attacks to get as 

much publicity as possible, choosing targets that symbolize what they oppose the most. The 

effectiveness of the terrorist act is not in the act itself, but is seen in the reaction of the public 

or the government to that act. 

Terrorist financing of individual states is the undertaking of covert actions by one state 

against another state or non-state entity. Such terrorist financing is terminologically called 

sponsorship of this brutal violence. 

Money laundering is the process of concealing money or property acquired illegally or 

criminally. When the property is acquired by committing a crime, the bailiff seeks a way to 

use the acquired money without attracting the attention of the competent authorities. 

Based on the real danger of organized crime and its international nature and its role in 

the financing of terrorism, the international community has developed a strategy for a 

common fight against the most dangerous types of crime, such as drug trafficking, arms 

trafficking, white slavery and money laundering. The efforts of the international community 

to prevent and punish the financing of terrorism are part of a common effort and fight against 

all aspects of terrorism. 

There is a need to improve internal institutional opportunities for detection by setting 

up internal investigation services and improving legal and institutional protection. The 

modern approach presupposes proactive policing based on intelligence, with the need for the 

police to collect data, integrate relevant information, analyze it and, based on solid analysis 

and assessments, set priorities for the prevention and control of organized crime. 

In the Republic of Macedonia, the Prosecutor's Office, the Court, the Police, the 

Financial Police, the Office for the Prevention of Money Laundering and Terrorist Financing, 

the Public Revenue Office, the Customs and the Intelligence Agency appear as integral 

elements in the system for combating terrorism and organized crime. 

Today, terrorism and organized crime come from all over the world. For those 

engaged in this type of activity, there are generated incomes, the value of which is estimated 

at hundreds of billions of dollars. 

International cooperation is the only possible answer to the fact that terrorism and 

crime know no national borders and that, on the other hand, a universal understanding of 

human rights and freedoms is necessarily a unique and effective response to any form of 

threat or crime. 
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REFERENCE 

FOR SCIENTIFIC AND PRACTICAL CONTRIBUTIONS 

 

 

The dissertation contains an in-depth scientific study of the types and forms of 

terrorist financing and the struggle to limit the possibilities for financing this ugly 

phenomenon, which has reached threatening proportions in the world. 

 

Theoretically, the following has been achieved: 

• Systematization of the existing knowledge about the essence and the special 

role of the forms of manifestation of terrorism. This is done in terms of methods and 

forms of financing of terrorist organizations, individuals, etc. 

• The specificity of the financial flows to the terrorist units is proved. The forms 

for financing of terrorism have been systematized - the illegal business operations and 

their share in the financing of terrorist organizations have been analyzed; the reasons 

for their spread are substantiated, namely the intertwining of economic with political 

interests and the use of violence, racketeering and terror; 

• On the basis of empirical data, the role of specialization police, intelligence 

agencies, customs services at the national and especially at the international level has 

been proven. 

 

In the practical plan: 

• The possibilities of the state specialized institutions for implementation of 

collective measures, which have interstate character for resistance to the actions, 

which provide financial power to terrorism, are analyzed and substantiated; 

• The guidelines for combating money laundering and the possibilities for 

financing terrorism in the Republic of Northern Macedonia are outlined, and a 

comparative analysis is applied between three neighboring countries on the Balkan 

Peninsula - RS Macedonia, the Republic of Bulgaria and the Republic of Serbia. 
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